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Abstract. Internet fraud is often organised in one country, committed in another and cashed out in a third.
For this reason, solving such cases depends on the joint work of the subjects taking part in the investigation. The
article examines how the investigator, the bodies of inquiry, the prosecutor, specialists, banks and the competent
authorities of foreign states cooperate with each other. The study is based on comparative legal and systemic
analysis, on foreign legislation and on materials of investigative practice. The author distinguishes three levels
of interaction - internal, interagency and international - and shows the main problems at each of them: the rapid
loss of digital traces, the slow exchange of information and the duplication of powers. Proposals are made on joint
investigation teams, expedited requests and investigative actions through videoconferencing. The results may be

used in improving legislation and in practical work.

Keywords: internet fraud, cross-border crime, criminal proceedings, investigative subjects, interaction,

mutual legal assistance, electronic evidence.

Introduction

Internet fraud has become the dominant
form of acquisitive crime in Uzbekistan.
According to the Ministry of Internal Affairs,
the number of crimes committed with the use
of information technologies grew from 4,865 in
2021 to 62,440 in 2025, and the damage caused
to citizens over these five years reached 3.73
trillion soums [1]. In 2024 alone, 58,800 such
crimes were registered, and their share in total
recorded crime rose from 6.2 to 44.4 per cent
[2]. Almost every second registered offence is
now committed online.

The main difficulty in investigating these
crimes is their cross-border character. A single
fraud episode is usually spread across several
States. The offender acts from one country, the
victim and the debited account are in another,
the hosting provider or messenger service
operates from a third, and the money is
withdrawn or converted into crypto-assets in a

fourth. As a result, the investigator must obtain
almost all the necessary information from
outside the national jurisdiction.

Here the problem of time arises. Subscriber
data, IP logs and transaction records are often
deleted within a few days. Traditional legal
assistance procedures, however, take months.
Research shows that more than half of all
criminal investigations today require electronic
evidence stored abroad, while the average
execution time of a mutual legal assistance
request is about ten months [3]. In other words,
evidence usually disappears before the request
reaches the foreign authority.

For this reason, the success of such cases
depends less on investigative tactics and more
on how well the participants of the
investigation work together. This includes the
bodies  of
specialists and

investigator,  the
prosecutorial

inquiry,
supervision,
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experts, banks and payment organisations, and
the competent authorities of foreign States.

Uzbek legislation has already recognised the
importance of this issue. Fraud committed
through information systems is qualified under
paragraph “g” of part three of Article 168 of the
Criminal Code. Presidential Resolution No. PD-
153 of 30 April 2025 “On measures aimed at
further strengthening activities to counter crimes
committed with the wuse of information
technologies” designated the Ministry of Internal
Affairs as the body responsible for coordinating
all competent State organs in this field. At the
international level, Uzbekistan cooperates on the
basis of bilateral treaties, since it is not a party to
the Council of Europe Convention on
Cybercrime. The United Nations Convention
against Cybercrime, adopted by General
Assembly resolution 79/243 of 24 December 2024
and opened for signature in Hanoi on 25 October
2025, has not yet entered into force [4]. The
coordinating framework has therefore been
declared, but the procedural mechanisms
serving it are still incomplete.

The question has been studied from two main
directions. Criminological research describes the
growth and wunder-reporting of economic
cybercrime and its consequences for criminal
policy [5]. Legal research analyses cross-border
access to electronic evidence and the gradual shift
from State-to-State cooperation towards direct
cooperation with service providers [6].

Both directions, however, focus on the
external channel of cooperation - between
States, or between a State and a foreign
company. The internal side of the question
remains almost unexamined: how the domestic
subjects of the investigation should distribute
their functions and exchange information
among themselves. In addition, the experience
of countries that operate outside the Budapest

system and rely on bilateral treaties has not
been studied as a separate model.

The aim of this article is to develop a model
of interaction between the subjects of
investigation in cases of cross-border internet
fraud and to propose ways of regulating it in
criminal procedure. The study seeks to answer
three questions: which levels of interaction exist in
this category of cases and what obstacles arise at
each of them; whether the instruments currently
available to Uzbek investigators correspond to the
short life-cycle of digital evidence; and which
foreign mechanisms - joint investigation teams,
expedited preservation requests and investigative
actions conducted by videoconference - can be
adapted to national legislation.

Materials and methods

Normative The first group
comprises the legislation of the Republic of
Uzbekistan: the Criminal Code, the Criminal
Procedure Code, and Presidential Resolutions
No. PD-381 of 30 November 2023 and No. PD-
153 of 30 April 2025. The second group comprises
international instruments: the Council of Europe
Convention on Cybercrime and its Second
Additional Protocol of 12 May 2022 (CETS No.
224), the European Union legislation on
production and preservation
electronic evidence, and the United Nations
Convention against Cybercrime adopted by
General Assembly resolution 79/243 of 24
December 2024. These instruments were selected
because each of them regulates exactly the
questions examined in this article: the expedited
preservation of data, direct cooperation with
service providers, joint investigation teams and
permanent contact points.

Empirical materials. The empirical basis

sources.

orders for

consists of the official statistical data of the
Ministry of Internal Affairs on
committed with the wuse of information

crimes
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technologies for the period 2021-2025,
published materials of investigative and
judicial practice in cases of internet fraud
containing a cross-border element, and
generalised information on the practice of
executing requests for legal assistance in this
category of cases.

Methods.

The formal-legal method was used to
analyse the content of national procedural
norms and to identify gaps in the regulation of
interaction between the participants of the
investigation.

The comparative-legal method was used to
the national model with the
mechanisms established by the Second
Additional the
instruments. The comparison was carried out
according to three criteria: the time limits for
executing a request, the range of subjects
entitled to address a foreign service provider
directly, and the procedural form of joint
investigative activity.

The systemic-structural method served to
construct the model of interaction and to
distinguish its three levels - internal, interagency
and international - as well as to determine the
functional connections between them.

The statistical method was used to process
the data on the dynamics of registered crimes
and the damage caused, and to correlate them
with the time actually required to obtain
electronic evidence.

Results

The analysis of legislation and practice
shows that interaction in cases of cross-border
internet fraud is not a single process. It operates
at three distinct levels, each with its own subjects,
its own time frame and its own type of obstacle.

The internal level covers relations within one
law enforcement body: between the investigator,

compare

Protocol and European

the operational officers, the specialist in digital
forensics and the head of the investigative unit.
Here the decisive factor is speed at the very first
hours after the report of the crime.

The interagency level covers relations
between different national institutions: the
bodies, prosecutorial
supervision, the Cybersecurity Centre, banks,

investigative

payment organisations and mobile operators.
Here the decisive factor is access to information
held by third parties.

The international level covers relations
with the competent authorities of foreign States
and with foreign service providers. Here the
decisive factor is the legal form through which
a request can be made and executed.

These levels are not independent. A delay
at the internal level makes the interagency
stage meaningless, because by the time the
request is prepared the data no longer exists. In
this sense the three levels form a chain in which
the weakest link determines the result of the
whole investigation.

The first problem is the loss of digital
traces caused by delay. Session logs,

IP addresses and device identifiers are
stored by providers for a limited period and are
overwritten in the ordinary course of business.
The national procedure does not provide for a
simplified preservation measure that could be
applied immediately, before the collection of
the data itself is authorised. As a result, the
investigator is obliged to follow the full
procedure for obtaining evidence at a moment
when the only realistic task is to prevent the
evidence from disappearing.

The second problem is the uneven
distribution of technical The
qualification of an act under Article 168 of the
Criminal Code requires the establishment of the
mechanism of unauthorised access to the account,

competence.
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which is a technical question. Where a specialist is
involved only at the stage of the expert
examination, and not at the stage of planning the
investigation, the initial investigative actions are
performed without an understanding of where
the traces are actually located.

The main obstacle is the absence of a single
channel for
fraudulent accounts, cards and telephone
numbers. Each bank responds to requests
separately and within its own time frame,
although the same fraudulent scheme usually

exchanging information on

involves accounts in several institutions at
the picture of the
assembled from

once. Consequently,
movement of funds is
fragments received at different moments, by
which time the money has already been
withdrawn or converted.

Presidential Resolution No. PD-153 of 30
April 2025 addressed precisely this problem by
designating the Ministry of Internal Affairs as
the body responsible for coordinating all
competent State organs in this field. This
established the
coordination. However, coordination as an
administrative function and interaction as a
procedural relationship are not the same thing.
The Criminal Procedure Code does not define
the procedural form in which the results of
such coordinated activity are recorded and
introduced into the case file. The coordinating
exists, the
procedural mechanism serving it does not.

At this level the results confirm the
conclusions reached in the international literature.
The lifetime of electronic evidence is measured in
days, whereas the execution of a request for legal
assistance is measured in months [3]. The
mismatch is structural rather than organisational:
the procedure was designed for documents and

institutional centre of

mechanism therefore while

physical objects, which do not disappear while the
request is being transmitted.

Three specific difficulties follow from this.

First, there is no legal basis for addressing a
foreign service provider directly. Since the
Republic of Uzbekistan is not a party to the Council
of Europe Convention on Cybercrime and its
Second Additional Protocol, the mechanism of
direct cooperation with providers and registrars
for obtaining subscriber information is
unavailable. Every such request must pass through
the full chain of central authorities.

Second, there is no permanent contact
point operating on a continuous basis. The
Second Additional Protocol and the United
Nations Convention against Cybercrime both
proceed from the that an
emergency request can be sent and received at
any hour. Where communication is possible
only during working hours and through the
central authority, the very idea of an expedited
request loses its meaning.

Third, the joint investigation team is not
regulated as a procedural institution. Where
officials of two States work on connected
episodes, each of them acts within its own case,
and the results obtained by one party must be
transferred to the other through the ordinary
channel of legal assistance. The advantage of
joint work - the simultaneous performance of
actions in several jurisdictions - is thereby lost.

assumption

The results can be summarised as follows.

The effectiveness of the investigation of
cross-border internet fraud depends on the
speed of interaction at all three levels, and the
national procedural law currently regulates the
tirst level in detail, the second level partially,
and the third level by reference to general
provisions on legal assistance.

The principal reason is not a lack of
coordination between institutions, but the
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absence of procedural instruments adapted to
the short
Coordination has been established at the level
the

corresponding procedural forms have not been

life-cycle of digital evidence.

of executive regulation, whereas
introduced into the Criminal Procedure Code.

Accordingly, three
required to close this gap: an expedited
measure for the preservation of data pending
the decision on its collection, a procedural form
for joint investigative activity with foreign
authorities, and the regulation of investigative
actions conducted by videoconference in cases
involving participants located abroad.

Discussion

The findings presented above lead to a
conclusion that deserves to be stated directly: in
cases of cross-border internet fraud, the decisive
procedural resource is not authority but time.
This is what distinguishes the present category of
cases from other forms of transnational crime. In
an investigation of drug trafficking or money
laundering, the object of evidence - the
substance, the account, the property - continues
to exist while the request for legal assistance
travels through the central authorities. In internet
fraud it does not. Session logs, subscriber records
and device identifiers are erased in the ordinary
course of the provider's business, without any

instruments are

intention to conceal the crime.

This is precisely why the international
literature has for the past decade treated the
mutual legal assistance system as structurally
unsuited to digital evidence rather than merely
slow. Casino and co-authors demonstrate that
more than half of all criminal investigations now
require access to data held abroad, while the
ordinary channel of judicial cooperation operates
on a scale of months. Abraha reaches the same
conclusion from a different direction, showing
that the proliferation of reform initiatives across

jurisdictions is itself evidence that the traditional
system is no longer considered sustainable by the
States that created it.

The author shares this assessment, but
with one qualification. The literature tends to
present the problem as an external one - as a
question of relations between States. The
present study suggests that the external
channel is only the final segment of a chain,
and that the same loss of time occurs earlier,
inside the national procedure, where no
request has yet been sent to anyone. If the
initial hours are spent on the ordinary
procedure for collecting evidence rather than
on preserving it, the deficiencies of the
international mechanism become irrelevant,
since there is nothing left to request.

Three responses to this problem have
emerged internationally, and it is useful to
distinguish what each of them genuinely achieves.

The first is the acceleration of the request itself.
The European Union has replaced negotiation
between authorities with an order addressed
directly to the service provider, with strict
deadlines for compliance. Sachoulidou describes
this as a paradigm shift, in which cooperation that
had previously been informal and voluntary was
given binding legal form [7]. The gain in speed is
considerable, but the mechanism operates within a
single integrated legal space and presupposes that
provider maintain legal representatives in the
requesting jurisdiction.

The second is direct cooperation with
foreign providers under the Second Additional
Protocol to the Convention on Cybercrime.
Here, however, caution is warranted. Davies
and Kennedy-Mayo, having examined the
substantive provisions of the Protocol and their
anticipated implementation, conclude that it is
unlikely to remove the persistent barriers faced
by authorities seeking data stored overseas [8].
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Their argument is important for the present
study because it warns against a common error
in comparative research: treating the adoption
of an instrument as equivalent to the solution
of the problem it addresses.

The third is joint investigative activity. Its
advantage is qualitatively different from the
first two. An expedited request accelerates the
transfer of information; a joint investigation
team removes the need for transfer altogether,
since officials of both States act within a single
case. Comparative analysis indicates that this
form offers greater flexibility than a request-
based mechanism, though it requires
substantially more coordination and a prior
agreement between the parties.

Abraha distinguishes four approaches to
cross-border data reformist,
unilateralist, internationalist and nuanced.
This typology is useful for determining the
position of the Republic of Uzbekistan.

The unilateralist approach, under which a
State extends its own enforcement jurisdiction to
data abroad, is wunacceptable: it
presupposes economic leverage over global
providers that few States possess, and it
generates conflicts of law rather than resolving
them. The internationalist approach, which relies
on a universal treaty, is in principle the most
appropriate, but the United Nations Convention
against Cybercrime has not yet entered into
force, and the number of ratifications required
means that its practical effect cannot be expected
in the immediate future.

The realistic path is therefore the reformist
one: adapting national procedure so that it is
capable of operating at the speed the evidence
requires, and doing so without waiting for the
international framework to mature. This
conclusion has a practical consequence. The
instruments proposed in this study - an expedited

access -

stored

preservation measure, a procedural form for joint
investigative activity, and investigative actions
conducted by videoconference - do not require
prior accession to any particular convention. They
can be introduced into national law as
autonomous procedural institutions and will then
be compatible with whichever international
instrument the State subsequently joins.

A separate observation concerns the
internal level, which the comparative literature
largely leaves aside.

Research on offender organisation shows
that cybercriminal groups are not purely virtual
formations: they combine offline social ties with
digitally acquired technical specialisation, and
their members occupy clearly differentiated roles
[9]. This finding has a direct methodological
consequence. If the criminal group is
functionally differentiated, an investigation
conducted by a single investigator supported by
an occasional expert opinion is structurally
weaker than its object. The composition of the
investigating side must correspond to the
composition of the offending side - which means
the early and permanent participation of a
specialist in the planning of investigative actions,
not merely at the stage of expert examination.

The same logic applies to financial
institutions. Banks and payment organisations
are not simply holders of information subject to
request; they are the only participants able to
observe the movement of funds in real time.
Their role in the model proposed here is
therefore closer to that of a participant in
interaction than to that of a source of evidence.

Two objections must be acknowledged.

The first sovereignty. Any
mechanism permitting an authority of one State to
address a private company situated in another
shifts the traditional boundary between territorial
jurisdictions. The criticism directed at such

concerns
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mechanisms in the literature is well founded, and
the response cannot be to disregard it, but to
accompany every acceleration of procedure with
a corresponding guarantee: judicial authorisation
for the collection of content data, and strict
limitation of the
preservation, which does not disclose the content

expedited measure to

of communications to anyone.

The second concerns the limits of the present
study. The comparison undertaken here is
doctrinal, and it establishes what foreign norms
provide rather than how effectively they operate.
Levi has repeatedly observed that in the field of
economic cybercrime the available data are
shaped by reporting practices as much as by
criminal activity itself. The same caution applies
to the conclusions of this article: they identify
gaps in legal regulation, and empirical
verification of the proposed model would
require data on the execution of requests that is
not currently published.

Conclusion

The investigation of cross-border internet
fraud has become a problem of organisation
rather than of tactics. The study has shown that
interaction in this category of cases operates at
three levels - internal, interagency and
international - and that these levels form a
chain in which the weakest link determines the
outcome. Time is the decisive resource at every
one of them, because digital traces disappear in
the ordinary course of a provider’s business,
without any action on the part of the offender.

The principal conclusion is that the gap in
the national system lies not in coordination but
in procedure. Presidential Resolution No. PD-
153 of 30 April 2025 established the
institutional centre of coordination by
designating the Ministry of Internal Affairs as
the authorised body in this field. What has not
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yet been introduced is the set of procedural
forms through which such coordinated activity
can be conducted and recorded. Coordination
exists at the level of executive regulation; the
corresponding instruments are absent from the
Criminal Procedure Code.

Three
proposed.

First, to introduce an expedited measure
for the preservation of computer data, applied
by decision of the investigator with subsequent
notification of the prosecutor, limited in
duration and not entailing disclosure of the
content of communications. Its purpose is to
stop the destruction of data while the question
of its collection is being decided.

Second, to regulate the joint investigation
team as a procedural institution, defining the
grounds for its creation, the composition of its
participants and the procedural status of the
results obtained by the foreign party.

Third, to establish the procedure for
conducting actions by
videoconference where a participant is located
outside the territory of the Republic, together
with the requirements for recording such
actions and verifying the identity of the

amendments are therefore

investigative

participants.

These instruments do not depend on
accession to any particular international treaty
autonomous
provisions of national law. They will remain
compatible with the United Nations
Convention against Cybercrime once it enters
into force.

The results may be used in the preparation
of amendments to the Criminal Procedure
Code, in the practical work of investigative
bodies, and in the training of specialists in this
field.
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