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Abstract. The expansion of digital technologies has produced a criminological reality in which the
territorial element of criminal investigation is blurred: the evidence needed to prosecute both traditional offences
committed online and cybercrime in the strict sense is volatile, is frequently stored outside the State conducting
the proceedings and is held by private service providers. The article examines how international and, above all,
European Union law has responded to this challenge, with the aim of assessing whether the new instruments
reconcile the effectiveness of criminal prosecution with the fundamental rights of the persons concerned. The
study applies the dogmatic-legal method, together with the historical and comparative analysis of the successive
instruments on cross-border evidence, from the Council of Europe Convention on Cybercrime to the European
Union regulation of 2023 on European Production Orders and European Preservation Orders and the
accompanying directive on designated establishments and legal representatives. The main finding is that the
principle of mutual recognition has been reshaped in a novel way, since these orders are addressed directly to
private addressees rather than to the authorities of another State, which allows drastically shortened time limits
but displaces onto private actors functions traditionally reserved to public authorities. The results are of practical
use to judges, prosecutors and defence lawyers who must issue, enforce or challenge such orders. The article
concludes that the system of safequards is valuable but unevenly distributed, and that its real value will depend
on its application in conformity with the Charter of Fundamental Rights.

Keywords: judicial cooperation in criminal matters; mutual recognition; cybercrime; electronic evidence;
European Production Order; European Preservation Order; service providers; fundamental rights.
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Introduction the competent authorities could act quickly to

It was in the last decade of the twentieth
century that a decisive impetus was given to
the simplification of judicial cooperation in
Europe. The Treaty of Amsterdam of 2 October
1997 and the Tampere European Council of 15—
16 October 1999 are the milestones of the
gradual construction of the Area of Freedom,
Security and Justice; yet neither mentions, at
least expressly, the need to provide assistance
in respect of electronic evidentiary material,
even though the Tampere conclusions already
required the application of the principle of
mutual recognition to pre-trial decisions so that

obtain evidence.

In the twenty-odd years since then, the
reality on which procedural rules operate has
evolved enormously. The changes in the
criminological landscape are worldwide in
scope, and this must be borne particularly in
mind when dealing with electronic evidence,
since the territorial element becomes blurred
and problems proliferate for which the
traditional rules are obsolete [1, p. 325]. The
problem therefore extends far beyond the
European Union, but this organisation of
special integration has shown a determination
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to place itself in the vanguard, adopting rules
that
governing

significantly update
collaboration between bodies
subject to different sovereignties.

The objective of this article is to analyse the
regulation of
electronic evidence located outside the State
conducting the criminal proceedings, and in
particular the European Production Order and
the European Preservation Order created by
Regulation (EU) 2023/1543 of 12 July 2023, in
order to determine whether they achieve an
effective prosecution of contemporary crime
without validating violations of the
fundamental rights of the persons involved.
That criterion is hardly original, but it cannot
be relinquished: the that the
Europeanisation of criminal justice might
endanger the rule of law was voiced early [2]
and remains the yardstick for evaluating every
step taken to bring procedural regulation up to
date.

Scholarship has long identified the
evidentiary consequences of the digital
transformation of crime [3, pp. 34-39; 4, p. 4]
and the procedural problems of cybercrime [5;
6, pp- 22-29], while the European instruments
have been examined mainly at the proposal
stage [1; 11; 14; 15]. This article examines the
texts as finally adopted.

Materials and Methods

The research is based on the dogmatic-
legal method, applied to the analysis of the
international and European
governing cooperation  in
evidentiary matters: the Council of Europe
Convention on Cybercrime, done at Budapest
on 23 November 2001, and its Additional
of 28 January 2003; Council
Framework Decision 2003/577/JHA of 22 July
2003 on the execution of orders freezing

the provisions

cooperation in obtaining

concern

instruments
cross-border

property or evidence; Council Framework
Decision 2008/978/JHA of 18 December 2008 on
the European evidence warrant; Directive
2014/41/EU of 3 April 2014 regarding the
European Investigation Order; Regulation
(EU) 2023/1543 of 12 July 2023 on European
Production Orders and European Preservation
Orders for electronic evidence in criminal
proceedings; and Directive (EU) 2023/1544 of
12 July 2023 laying down harmonised rules on
the designation of designated establishments
and the appointment of legal representatives.

This normative analysis is combined with
the historical method, tracing the evolution
from intergovernmental mutual assistance to
mutual recognition and from analogue to
digital evidence, and with the comparative
method, contrasting the Budapest Convention
with Union law and the new orders with the
European arrest warrant and the European
Investigation Order. The 2018 Commission
proposals and the final 2023 texts are also
compared in order to identify the systematic
and substantive changes introduced during the
legislative process. Doctrinal sources and the
SIRIUS reports contextualise the findings.

Results

3.1. The new socio-criminal reality

The expansion of technology has been
abundantly exploited to commit offences of a
highly heterogeneous nature. Even without
entering the deep or dark web, the most
immediate layers of the digital environment
are propitious for crime, and their continuous
transformation complicates prosecution to the
extent that the legislator has sufficient reflexes
to criminalise such conduct [3, pp. 34-39]. All
of this has direct consequences in the field of
evidence: as has been observed, “traditional”
natural and physical elements of proof have
been joined by further evidentiary elements
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inseparably connected to a computer or a
network [4, p. 4].

The Budapest Convention contains no
common definition of cybercrime; it requires
signatory States to criminalise specific acts
grouped in Articles 2 to 13 (offences against the
confidentiality, integrity and availability of
computer data and systems; computer-related
and content-related offences; copyright
infringements), later extended by the
Additional Protocol on racist and xenophobic
acts. Scholarship has proposed broader
concepts: “computer crime”
traditional offences committed through the
Internet and offences against computing itself,
and may be grouped into economic
cybercrime, intrusive crime and cyber-
espionage or cyber-terrorism [5, p. 41].
Classifications vary according to the criterion
chosen [3, pp. 47-139].

For the purposes of this study a broad
conception is preferable, since the mere use of

covers both

electronic channels—common to all such
conduct—produces evidentiary peculiarities
that must be taken into account when
collecting sources of evidence in order to
attribute criminal activity to specific persons,
and the features of mass cybercrime point to
the need for new investigative methodologies
[17, pp. 197-206]. Cybercrime raises evident
difficulties in determining authorship, in
applying rules on jurisdiction designed for
simpler contexts and even in identifying
victims.  Certain
aggravate these difficulties [6, pp. 22-29]:
computer crime can be committed with a
mobile phone; the presence of the digital
sphere in daily life is ever broader and more
trusting; and the volume of data stored in the
cloud is gargantuan, which increases the risks
rights and even to the

criminological  features

to everyone’s

constitutional position of the individual in a
rule-of-law State [7, pp. 228-238].

3.2. Cooperation under the Budapest
Convention

Effective
extraterritorial crime requires channels of
assistance from other States. The Budapest
Convention—the first international treaty to
address computer crime by harmonising

prosecution of such

national laws and increasing cooperation
between nations [8, p. 168]—stresses in its
preamble that international cooperation must
be strengthened, fast and operative. Chapter III
urges the Parties to cooperate to the widest
extent possible for investigations concerning
offences related to computer systems and data
or for the collection of electronic evidence of
any offence (Article 23), through extradition
and, above all, mutual assistance (Articles 25—
26).

Article 25(4) subjects mutual assistance to
the law of the requested Party, which respects
its sovereignty; Article 27(4) adds flexibility by
providing that, absent applicable treaties,
requests are executed according to the
procedures specified by the requesting Party
unless incompatible with the law of the
requested Party. Of particular interest are the
provisions on expedited preservation and
disclosure of stored data (Articles 29-30), trans-
border access to open-source data or with
lawful consent (Article 32), real-time collection
of traffic and content data (Articles 33-34) and
the 24/7 Network of contact points (Article 35).
The Convention nevertheless relies on central
authorities (Article 27), and confidentiality
remains optional for the requested Party
(Article 28).

3.3. The evolution of European Union
instruments
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The first Union documents on procedural
cooperation reflected the prior work of the
Council of Europe, but a generis
organisation advancing towards an ever closer
union [9, pp. 47-48; 10, p. 39] had to take
decisive steps towards greater fluidity among
“friendly States” [18, p. 53]. That improvement
is summed up in the principle of mutual
recognition, formulated at Tampere as the
cornerstone of European cooperation.

In the evidentiary field the evolution
began with Framework Decision 2003/577/JHA
on the freezing of evidence and continued with
Framework Decision 2008/978/JHA on the
European evidence warrant, limited to objects,
documents and data and thus leaving out
personal evidence. The imperfection of that
regulation led to the European Investigation
Order of Directive 2014/41/EU, a valuable
though debated instrument [16] by which a
judicial authority of the issuing State may have
investigative measures carried out in the
executing State to obtain evidence. But the EIO
still belonged to the analogue sphere: its time
limits did not correspond to the speed at which
offences are committed on the Internet [11, p.
27], and differences in investigative powers
between legal systems may render evidence
acquired in one country inadmissible in
another [12, p. 29].

Hence, on 17 April 2018, the Commission
presented proposals for a Regulation on
European Production and Preservation Orders
(COM(2018) 225 final) and a Directive on legal
representatives  (COM(2018) 226  final),
reaffirmed in the Cybersecurity Strategy for the
Digital Decade (JOIN(2020) 18 final). The third
SIRIUS report confirmed the exponential
- growth of digital during the
pandemic, exploited by cybercriminals, and
recommended capacity-building on the

sui

channels

instruments for obtaining electronic data from
other jurisdictions [13]. After a far from simple
legislative process, Regulation (EU) 2023/1543
and Directive (EU) 2023/1544 were adopted on
12 July 2023.

3.4. The European Production Order

Article 3 of the Regulation defines the
European Production Order as a decision
ordering the production of electronic
evidence, issued or validated by a judicial
authority of a Member State and addressed to
a designated establishment or a legal
representative of a service provider offering
services in the Union, located in another
Member  State.
comprises subscriber, traffic or content data
stored by or on behalf of a service provider at
the time of receipt of the certificate. The
complexity of the subject is obvious: twenty-
one definitions are set out. The order may be
issued only in proceedings,
including those against legal persons, and for
the execution of a custodial sentence of at
least four months not imposed in absentia
where the convicted person has absconded,
and only for data relating to services offered
in the Union—which will require new
formulas of cooperation with third States [14,
p- 294].

The subjects the issuing
enforcing States and authorities, as in other
cooperation instruments, but Article 4
graduates competence: an order
subscriber data or for data requested solely to
identify the user may be issued by a judge,
court, judge or public
prosecutor, or by another investigating
authority subject to validation by one of
them; an order for traffic or content data may
be issued only by a judge,
investigating judge, or by another authority

“Electronic  evidence”

criminal

are and

for

investigating

court or
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validated by them—the public prosecutor
disappears in these more invasive cases. The
reference to “a judge”
investigating judge” as if they were different

‘“

and to an

personnel is a striking inaccuracy, present in
the English text too. In urgent cases an order
for subscriber or identification data may be
issued without prior validation, which must
be sought within 48 hours. Article 7 provides
that the order is transmitted directly to the
designated legal
representative, a genuine novelty since it is

establishment or

not addressed to any authority of the
enforcing State [15, p. 157]; only in urgent
cases, if the addressee does not react, may it
be sent to any other establishment or
representative of the provider in the Union.
The Regulation speaks of “conditions”, but
they operate as prerequisites whose absence
grounds refusal (Article 5(1)). Substantively,
the order must be necessary and proportionate,
and a similar measure must be available in the
issuing State for the same offence in a
comparable domestic situation, in line with
Article 6(1) of Directive 2014/41/EU. As to
objective scope, an order for subscriber or
identification data may be issued for all
criminal offences—without even the twelve-
month threshold of the European arrest
warrant—whereas an order for traffic or
content data is confined, through cross-
references complicated for the interpreter, to
offences punishable by a maximum custodial
sentence of at least three years, to the offences
defined in Directives (EU) 2019/713,
2011/93/EU and 2013/40/EU when committed
by means of an information system, and to the
terrorist offences of Directive (EU) 2017/541.
Formally, Article 5(5) lists the information the
order must contain (authorities, addressee,
user or identifier, category and period of data,

applicable criminal provisions, reasons for
urgency, grounds  of and
proportionality and a summary of the case).

The order is transmitted by means of a
certificate (EPOC, Annex I) translated where
necessary (Article 9). For traffic and content
data the issuing authority must simultaneously
notify the enforcing authority, unless the
offence was committed in the issuing State or
the person concerned resides there. The
addressee must preserve the data and produce
them within ten days, or within eight hours in
urgent cases; the enforcing authority may raise
grounds for refusal within ten days or 96 hours
respectively. Annex III governs the dialogue
when the certificate is defective, immunities or
press freedom are affected or a de facto
impossibility exists, the issuing authority
responding within five days. Communication
takes place through a secure decentralised IT
system (Article 19) duty of
confidentiality applies.

The grounds for refusal, whose systematic
placement in the proposal was debatable and
confusing, are now divided between Article 12
and Article 16 with non-identical content, but a
general principle in favour of cooperation
underlies them and they are exhaustively
listed. The enforcing authority may object
where the data are protected by immunities or
privileges or by rules on criminal liability
related to press freedom, where there are
substantial grounds to believe on the basis of
specific objective that
enforcement would violate a fundamental
right under Article 6 TEU and the Charter,

where enforcement would breach ne bis in

necessity

and a

and evidence

idem, or where the conduct is not an offence in
the enforcing State unless it falls within the 32
categories of Annex IV punishable by at least
three years; before doing so it must consult the

& o

4

o] 64 EspVamll el A0
GED e

{A‘g

CVIAS

X SN VR



Academy of Justice of the Republic of Uzbekistan

International Journal of Justice

g

issuing authority, which may adapt or
withdraw the order. If the addressee does not
comply, the issuing authority may request
enforcement (Article 16), and the addressee
may object on the grounds of paragraph 4: lack
of competent authority, offence outside the
scope, de facto impossibility or manifest errors,
data not stored at the time of receipt, service
not covered, immunities and privileges, and
manifest violation of fundamental rights—
although, a sensu contrario from Article
16(3)(a), this last ground belongs exclusively to
the enforcing authority.

As safeguards, Article 15 obliges Member
States to lay down effective, proportionate and
sanctions for
compliance. Chapter IV establishes a review
procedure where the addressee considers that
compliance would conflict with the law of a
third country: if the issuing authority intends
to uphold the order, its competent court
assesses whether that law applies and prohibits
disclosure, weighing the interests protected,
the connections of the case with each territory,
the interests of the investigating State and the
consequences for the provider. Article 18
guarantees effective remedies to all persons
whose data have been requested, available to
suspects and accused persons during the
criminal proceedings and allowing challenges
to the legality, necessity and proportionality of

dissuasive pecuniary non-

the measure, in addition to those of Directive
(EU) 2016/680 and Regulation (EU) 2016/679.

3.5. The European Preservation Order

No less important than obtaining evidence
is securing it for a subsequent request through
any channel of cooperation. The European
Preservation Order is a binding decision
compelling a designated establishment or legal
representative located in another Member State
to preserve electronic evidence in view of a

subsequent request for production, in the line
of Framework Decision 2003/577/JHA and of
the expedited preservation already provided in
the Budapest Convention. It applies to the
same proceedings and the same data as the
production order, but its subjective regime is
simpler: it may be issued, for any category of
data, by a judge, court, investigating judge or
public prosecutor, or by another investigating
authority subject to their validation. The
assessment of necessity and proportionality is
here related to preventing the removal,
deletion or alteration of data, and the order
may be issued for all offences for which it
would be available in a similar domestic case.
The preserved data may later be requested by
mutual legal assistance, an EIO or a European
Production Order.

The order is transmitted through a
certificate (EPOC-PR, Annex II); the addressee
must preserve the data without undue delay
for sixty days, extended if the issuing authority
confirms that a request for production has been
launched. The consultation mechanisms of
Annex III apply, and the addressee may object
only on exhaustive grounds parallel to those of
the production order. Pecuniary sanctions
apply equally, but the provisions on effective
remedies and on the review of conflicting
obligations
production orders.

3.6. Designated establishments and legal
representatives

Directive (EU) 2023/1544 supplies the
addressee that the orders presuppose. Its
Article 3 obliges Member States in which
providers offer services to ensure that they
designate at least one addressee for the receipt
of, compliance with and enforcement of
decisions and orders for gathering electronic
evidence under the Regulation, Directive

are expressly confined to
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2014/41/EU and the 2000 Convention on
Mutual Assistance, as well as under national
law. Providers established in the Union must
designate one or more establishments; those
not  established appoint  legal
representatives; and providers
participating Member States must do the same
if they offer services in participating States.

Discussion

The principle of mutual recognition, the
driving force of European cooperation since
Tampere, continues to bear fruit, but has been
reshaped in a way earlier instruments did not
anticipate. In the European arrest warrant,
the the EIO the
relationship was always between authorities;

must
in non-

freezing order and
the new orders are addressed to private
addressees, which is what makes it possible
to reduce time limits to ten days or eight
hours, but also transfers to service providers
assessments—on immunities, on manifest
errors, on de facto impossibility —that were
traditionally reserved to public authorities.
This is the most significant novelty of the
system [15, p. 157] and its principal risk.
Compared with the Budapest Convention,
the Union has dispensed with central
authorities, with the political-offence exception
and, for subscriber data, with any threshold of
seriousness, in line with the reasonable
widening of mutual
serious crime. In exchange it has strengthened
guarantees the Convention left optional:
confidentiality, judicial reservation for traffic
and content data, notification of the enforcing
authority, exhaustive grounds for refusal
including a fundamental-rights clause, and
effective remedies. The comparison between
the 2018 proposal and the 2023 text also shows
improvements—the correction of the confusing
placement of the grounds for refusal, the

recognition beyond

addition of a four-month threshold for
with
persisting defects: the inaccurate terminology
on judicial authorities, the complicated cross-
references delimiting the scope for traffic and
content data, and the duplication of grounds
for refusal in two chapters with non-identical

enforcement of sentences—together

content.

Two shortcomings deserve emphasis.
First, the remedies of Article 18 and the review
procedure for
confined to production orders, leaving the
preservation order in a weaker position; yet the

conflicting obligations are

preservation of data is not a matter of
indifference to data subjects, as the extensive
development of data protection in the Union
itself makes plain. Second, the requirement that
a similar measure be available in the issuing
State in a domestic
presupposes a harmonising effort that, if
absent, may block requests and frustrate the
fundamental right to evidence. More broadly,
the exclusively European character of the
orders confirms the need for new formulas of
cooperation with third States [14, p. 294],
where much of the data relevant to European
proceedings  remains  located. = These
difficulties, together with divergent national
rules on admissibility [12, p. 29], mark the
limits of what the new instruments can achieve

comparable case

on their own.

Conclusion

Regulation (EU) 2023/1543 and Directive
(EU) 2023/1544 are a decisive step towards the
effective prosecution of contemporary crime,
adapting the principle of mutual recognition to
a reality in which evidence is volatile,
extraterritorial and held by private operators.
The striking novelty—the direct
addressing of orders to  designated
establishments and legal representatives—is

most
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also the feature that requires the greatest should extend effective remedies to
vigilance, since it displaces onto private actors preservation orders, ensure that the
functions of public authorities. The safeguards “comparable domestic situation” requirement
surrounding the system (necessity and does not obstruct cooperation, and train
proportionality, judicial reservation for the practitioners in the new instruments. The real
most intrusive orders, notification of the value of the orders will be measured by their
enforcing authority, exhaustive grounds for application in conformity with Article 6 TEU
refusal, review of conflicting obligations, and the Charter of Fundamental Rights and by
sanctions and effective remedies) are valuable the Union’s success in articulating comparable
but unevenly distributed. Member States cooperation with third States.
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